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Abstract

This  work  describes  a  protocol  that  provides  a  practical  solution  for  the  problem  of  cryptographic  key
establishment and secure communication in the context of Wireless Sensor Networks, in which computational
efficiency  is  a  fundamental  requirement.  Such  protocol  was  implemented  in  the  EPOS  operating  system  and
takes the form of a network layer that provides the principles of data integrity, authenticity and confidentiality.
Tests were run on the EPOSMoteII platform and the analysis of the results shows that the implementation is
adequate to be used in the scenario of embedded systems with low proccessing power.
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